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REVIEW OF VOICE STRESS BASED TECHNOLOGIES

FOR THE DETECTION OF DECEPTION

Executive Summary

A review of 24 empirical studies that were conducted over a period of more than 30 years
failed to provide evidence of the validity or reliability of voice stress analysis-based
technologies for the detection of deception in individuals., There was some evidence that
some voice analysis-based technologies are able to detect voice stress reliably. A more
detailed description of two recent empirical studies, both exemplary for providing
independent assessments of stress and deception (Hollien, Harnsberger, Martin, and Hollien,
2008) and deception (Damphouse Pointon, Upchurch, and Moore, 2007} are described in
greater detail so that some of the vequisites for a good empirical study can be understood.

We had access only to website descriptions provided by voice stress analysis-based
technology vendors and one field survey (conducted by DoD) for evaluation of the narratives
{anecdotes) provided by field use of these technologies. While a great many of these
anecdotes are likely to reflect various, commeonly occurring cognitive heuristics that result in
non-rational judgments, we recommend that these field reports not be ignored but that they
be subjected to a more rigorous analysis.

Recommendations

1. Systematic collection of field user data by independent observers.
a. Quantify field narrative (anecdotal) reports.
b. Include independent assessments of stress and/or deception wherever
possible,
2. Insert current voice stress analysis technologies into ongoing controlied setting
studies when possible.
3. Request vendor test data prior to purchase by USG,
a. Conduct independent assessment of test data.
b. Construct test-bed dataset and test vendor product against this standardized
test bed dataset.

Review

Voice stress analysis (VSA) refers to the use of devices that purportedly detect the existence
of truth, deception, and/or stress from voice and speech. Manufacturers of VSA devices note
that their low cost, short training, and high accuracy render the VSA an invaluable tool for
law enforcement and military personnel, However, substantiation of VSA's utility provided
by these companies has consisted of only single-case examples and/or anecdotes without any
scientific evidence regarding their efficacy. Research regarding the accuracy and efficacy of
V5A has, to date, been mixed at best. Although some studies have shown VSA technologies
to be sensitive to stress, none of the studies found these technologies to provide reliable
indicators of deception or truthfulness (for reviews, see Horvath, 2002; Krapohl, et al, 2002)
Table 1 provides an overview of 24 studies conducted batween 1973 and 2007. Two recent,
well-designed studies that examined the efficacy of VSA, one a laboratory study (Hollien et
al., 2006) and the other a field setting study (Damphouse et al., 2007) are described briefly
below. :
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Hollien et al. (2008) evaluated the effectiveness of the Computer Voice Stress Analyzer
(CVSA) in identifying stress, deception, and/or truth. A speech database consisting of voice
samples, collected in the laboratory while deception and stress (via shock) levels were
systematically varied, and during a field exercise at the SERE (Survival, Escape, Resistance,
Evasion) school, were used as stimuli. The speech databases were created by asking the
subjects to:

Sample Description | Task

Baseline Calibration Read aloud a neutral passage several times
sample

Sample 1 Low-stress Read aloud a truthful, neutral passage
truth

Sample 2 Low-stress State low-stress false statements

' lie

Sample 3 High-stress State views that strongly contradict own views under belief
lie that friends/peers would hear — also known as harsh lies

Sample 4 High-stress | Read aloud a truthful, neutral passage while being shocked
truth when the passage was read

Sample 5 Very high- Sample 3 + 4: harsh lies + shock
stress lie

Sample 6 Simulated Passages read when simulating conditions of extreme stress
stress

SERE Field data SERE trainees were instructed to lie about training — tested

Sample uging guilty knowledge test — faced punishment if deception

was detected — high jeopardy

A set of University of Florida (UF) investigators trained at the National Institute for Truth
Verification (NITV; manufacturers of the CVSA) and another team from NITV analyzed the
randomized speech data. The NITV evaluators correctly identified 65% of the deceptive and
30% of the truthful statements (with a 70% false positive and 33% false negative rate).
Similarly, the NITV team correctly identified 61% high-stress and 30% low-stress samples
(with a 70% false positive and 39% false negative rate). In terms of the SERE database, the
NITV group correctly identified 19% of the deceptive and 55% of the innocent trainees (with
a 45% false positive and 81% false negative rate). The UF analysis team reached similar
results on all three measures (deception, stress, and field data) to those of the NITV team.
The authors note that when the true-positive rate is close to the false-positive rate, the
device is insensitive to the measure in question (e.g, deception). The sensitivity of the device
to measure deception, truth, and stress was close to zero in iaboratory and field (SERE) voice
databases suggesting that CVSA does not exceed chance levels in detecting deception, truth,
and/or stress (Hollien et al, 2008).

In the field setting study, Damphousse et al., {2007) compared the efficiency of the CVSA and
Layered Voice Analysis (I.VA) devices. The investigators interviewed a random sample of
319 arrestees in an Okalahoma county jail during the booking process using CVSA and LVA
to inquire about recent drug {marijuana, cocaine, opiates, PCP, and methamphetamine) use.
Each interview was followed by a urinalysis to determine if the subject was deceptive
regarding drug use, which allowed for comparison of VSA results to as close to “ground truth”
as can be provided by urinalysis, The investigators were trained on both the LVA and CVSA
devices and the data were alzo sent to certified CVSA and LVA examiners (experts) for their
analyses. The research team compared true deception to device-indicated deception to
determine validity of the VSA devices. In addition, they compared investigator to expert
scoring to determine if training had an effect on accuracy. Although the LVA performed
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better than the CVSA, both devices scored below chance in terms of accuracy. Only 15% of
subjects who tested positive for but denied any drug use were correctly identified as
deceptive by the VSA devices studied (CVSA = 8% and LVA = 21.4%). Although over 90% of
the non-users were correctly identified, 10% were incorrectly classified as being deceptive.
However, the use of VSA programs negatively affected deceptive responses from the subjects
(e.g., the bogus pipeline effect: those who believed the VSAs to be Lie detection devices were
less likely to be deceptive). Further, it was determined that the research team was just as
accurate as the VSA experts in arriving to their resulis. In sum, both CVSA and LVA show
poor validity and poor sensitivity (neither efficiently identified who was deceptive),
irrespective of amount of VSA training received by the examiners.

Field reports include numerous anecdotes that various voice siress analysis technologies are
useful, despite the failure to show validity in the numercus studies described here. There
are several possibilities to consider:

First, we might consider that these technologies at least sometimes are capable of detecting
stress (although not deception), and that these are the cues that are perceived as useful in
the field applications. There are some data to support the claim that CVSA and LVA
diseriminate stress responses (O'Hair et al., 1990), If stress occurs more often in an
individual who has something to hide when he or she is confronted by law enforcement or
mtelligence agents than in an individual who has nothing to hide, assessment of stress may
be useful. The caveat is that innocent individuals have been shown to exhibit high levels of
stress when their innocence or veracity is challenged (Vrij, 2008), so that this approach
should result in a high level of false positives. Further, gender, socio-cultural differences,
and variations in speech sounds, rhythm/tempo, and pitch patterns of different languages
can affect voice stress so caution must be taken when interpreting positive stress findings
(Hollien, et al., 2008; O’Hair et al., 1990). Finally, evidence disputing CVSA's and LVA’s
ability to measure stress (and deception) has been identified in both laboratory and field
settings and as such, positive stress findings need to be additionally examined. It is possible
that the stress detected is due to the interview process (and possibly the skill of the
interviewer) and not guilt-based stress (Hollein et al., 2008).

Second, there may in some instances be a bogus pipeline effect operating. That is, the belief
that they are being tested with a “lie detection technology” makes people either avoid the
test, which in itself can be an indication of some kind of guilt or desire to conceal
information, or results in their confessing to instances of problematic behavior when the test
occurs. This may be more likely to oceur with people who are less sophisticated about
technologies, and/or less familiar with psychology and what a psychology experiment might
entail, so that the bogus pipeline effect should occur more often with members of the general
public than with college students, and perhaps more often with members of societies with
less access to technologies than Americans typically have.

These two possibilities can be assessed via systematic data collection by independent
observers of the use of these technologies in the field. If voice stress analysis works because
it detects stress and not deception, then independent assessments of stress (GSR, hormonal
assays) should correlate with the voice stress tests. If there is a bogus pipeline effect
operating, a background history of individuals tested might be useful. There may also be
ways of indirectly assessing whether the individual believes in the validity of the test. It is
important to emphasize that these kinds of data be collected by an independent party or

agency.

There are other ways to account for the field effect anecdotes. These are to point to the
pervasive and powerful decision and judgment heuristics that operate in the day-to-day
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world, most often without our awareness. We are all subject to these heuristics, even when
we try not to be. Examples of these are;

" Confirmation bias: Seeking evidence that supports one’s favored hypothesis; recalling
confirmatory evidenee more easily; intentionally or unintentionally distorting evidence to
make it more congruent with one’s position; assigning greater weight to confirmatory
sources of evidence in judgment. For example, an avid fan of CVSA remembers the times
when he used this technology and got confessions. He forgets or undervalues all those
times when it resulted in false positives or false negatives,

n Hindsight bias: This occurs when knowing a particular outcome increases the
perceived probability of occurrence of that outcome. For example, a person is asked to
estimate how often a VSA technology results in confessions. If he was asked this question
before reading a police report on the remarkable utility of voice stress technologies (“They
work 90% of the time!”) and estimated 60%, when he learns that the ‘actual figure’ was
90%, he later recalls that his answer was 70%.

= Imperfect memory: This includes forgetting what happened; remembering something
that didn’t happen (false memories); that we “fill in the blanks’ to make sense of our
experiences, and that we are easily misled or miscued when we don’t remember something
with confidence.

] Availability heuristic: When we assess the frequency or probability of an event by the
ease with which instances or occurrences can be brought to mind. Since availability is a
function not only of frequency or probability but also of salience, this can be problematic.
For example, if confession to a brutal murder in an especially difficult and challenging case
oceurs using VSA technology, or if a suspect is identified as ‘guilty’ using VSA technology
but then is released and commits an especially heinous crime, we are likely to give more
weight to that single apparent success than to less spectacular (but more freguent)
failures.

= Cognitive dissonance: When our behaviors, for whatever reason, are not aligned with
our attitudes, we change our attitudes to fit our behaviors. Not the other way around. E.g.,
a rookie border patrol agent is told to use CVSA, which he initially distrusts. However,
after 15 years experience with the device (with variable outcomes), he enthusiastically
endorses this technology, despite scientific evidence that it doesn’t indicate deception.

= Technology bias: when Americans are asked to make a judgment based on what they
know or information available to them, and their judgment is not in agreement with what
a computer {e.g., CVSA) says, they suspend our judgment in favor of the technology.

It is important to note that these kinds of biases occur without our awareness. However,
systematic field validation of the voice stress analyses technologies would allow for an
assessment of the extent to which the technologies are valid or not.
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